
 

 
Course title Computer Networks and Administration / CISCO I 

Course code InfT3005 

Credit points 4 

ECTS creditpoints 6 

Total Contact Hours  

Date of course confirmation 06/12/2011 

Responsible Unit  

  

Arnis Cīrulis 

Prerequisite knowledge 

InfT1002, Introduction in Speciality 

Course abstract 

Focus of CCNA1 course is on learning the fundamentals of networking. In this course, you 

will learn both the practical and conceptual skills that build the foundation for 

understanding basic networking. First, you will examine human versus network 

communication and see the parallels between them. Next, you will be introduced to the two 

major models used to plan and implement networks: OSI and TCP/IP. You will gain an 

understanding of the "layered" approach to networks and examine the OSI and TCP/IP 

layers in detail to understand their functions and services. You will become familiar with 

the various network devices, network addressing schemes and, finally, the types of media 

used to carry data across the network. Focus of CCNA2 course is on routing and routing 

protocols. The goal is to develop an understanding of how a router learns about remote 

networks and determines the best path to those networks. This course includes both static 

routing and dynamic routing protocols. By examining multiple routing protocols, you will 

gain a better understanding of each of the individual routing protocols and a better 

perspective of routing in general. Learning the configuration of routing protocols is fairly 

simple. Developing an understanding of the routing concepts themselves is more difficult, 

yet is critical for implementing, verifying, and troubleshooting routing operations 

Learning outcomes 

In CCNA1 course, you will gain experience using networking utilities and tools, such as 

Packet Tracer and Wireshark®, to explore networking protocols and concepts. These tools 

will help you to develop an understanding of how data flows in a network. A special 

"model Internet" is also used to provide a test environment where a range of network 

services and data can be observed and analyzed. In CCNA2 course, you will gain 

experience using static and dynamic routing on Cisco routers, configuring Cisco IOS to run 

different dynamic routing protocols for variety scenarios and network topologies 

Course plan 

Basics of communication and how networks have changed our livesYou will be introduced 

to the concepts of networks, data, local area networks (LANs), wide area networks 

(WANs), quality of service (QoS), security issues, network collaboration services, and 

Packet Tracer activities. In the labs, you will learn how to set up a wiki and establish an 

instant messaging session. Workshop.  

How networks are modeled and usedYou will be introduced to the OSI and TCP/IP models 



and to the process of data encapsulation. You will learn about the network tool 

Wireshark®, which is used for analyzing network traffic, and will explore the differences 

between a real network and a simulated network. In the lab, you will build your first 

network - a small peer-to-peer network. Online test, workshop.  

Using a top-down approach to teaching networkingIntroduces you to the top network model 

layer, the Application layer. In this context, you will explore the interaction of protocols, 

services, and applications, with a focus on HTTP, DNS, DHCP, SMTP/POP, Telnet and 

FTP. In the labs, you will practice installing a web server/client and use Wireshark® to 

analyze network traffic. The Packet Tracer activities let you explore how protocols operate 

at the Application layer. Online test, workshop.  

OSI Transport layerIntroduces the Transport layer and focuses on how the TCP and UDP 

protocols apply to the common applications. In the labs and activities, you will incorporate 

the use of Wireshark®, the Windows utilities command netstat, and Packet Tracer to 

investigate these two protocols. Online test, workshop.  

OSI Network layerIntroduces the OSI Network layer. You will examine concepts of 

addressing and routing and learn about path determination, data packets, and the IP 

protocol. By the end of this chapter, you will configure hosts to access the local network 

and explore routing tables. Online test, workshop.  

Network addressing in detailYou will focus on network addressing in detail and learn how 

to use the address mask, or prefix length, to determine the number of subnetworks and 

hosts in a network. You will also be introduced to ICMP (Internet Control Message 

Protocol) tools, such as ping and trace. Online test, workshop.  

Services provided by Data Link layerDiscusses the services provided by Data Link layer. 

An emphasis is placed on the encapsulation processes that occur as data travels across the 

LAN and the WAN. Online test, workshop.  

OSI Physical layerYou will discover how data sends signals and is encoded for travel 

across the network. You'll learn about bandwidth and also about the types of media and 

their associated connectors. Online test, workshop.  

Technologies and operation of EthernetYou will examine the technologies and operation of 

Ethernet. You will use Wireshark®, Packet Tracer activities, and lab exercises to explore 

Ethernet. Online test, workshop.  

Designing and cabling a networkYou will apply the knowledge and skills developed in the 

previous chapters to determine the appropriate cables to use, how to connect devices, and 

develop an addressing and testing scheme. Online test, workshop.  

Connect and configure a small networkYou will connect and configure a small network 

using basic Cisco IOS commands for routers and switches. Upon completion of this final 

chapter, you will be prepared you to go on to either CCNA Exploration Routing or CCNA 

Exploration Switching courses. Online test, workshop.  

CCNA 1 Final examinationNetwork Final Exam (this assessment will be administered in a 

secure, proctored environment with no teamwork or access to learning materials permitted). 

Network Practice Final Exam.  

Introduction to Routing and Packet ForwardingYou will be introduced to the router, its role 

in the networks, its main hardware and software components, and the packet forwarding 

process. You will also be given an overview of directly connected networks, static routing, 

and dynamic routing protocols, along with a brief introduction to the routing table. Each of 

these topics is discussed in more detail in later chapters. Chapter1 also includes a review of 

basic Cisco IOS commands. Workshop.  

Static RoutingRole and configuration of static routes. The routing table process is 

introduced, and you will be shown how to verify route entries as they are added and deleted 

from the routing table. This chapter also discusses Cisco Discovery Protocol, which is a 



tool that you can use to help verify network operations. Online test, workshop.  

Introduction to Dynamic Routing ProtocolsOverview of routing protocol concepts and the 

various dynamic routing protocols available for routing in IP networks. In this chapter, you 

will examine the role of routing protocols. There is an overview of the classification of 

dynamic routing protocols. This overview is useful for comparing and contrasting the 

different protocols. Most of the information in this chapter is examined in more detail in 

later chapters. Online test, workshop.  

Distance Vector Routing ProtocolsTwo different types of routing protocols: distance vector 

and link-state. You will examine distance vector concepts and operations, including 

network discovery, routing table maintenance, and the issue of routing loops. In this 

chapter, you will also be introduced to the concepts used in RIPv1, RIPv2, and EIGRP 

routing protocols. These routing protocols are discussed in more detail in later chapters. 

Online test, workshop.  

RIP version 1RIP (Routing Information Protocol) version 1. RIPv1, a classful, distance 

vector routing protocol, was one of the first IP routing protocols. You will examine the 

characteristics, operations, and limitations of RIPv1. You will also learn about RIPv1 

configuration, verification, and troubleshooting techniques. Online test, workshop.  

VLSM and CIDRVLSM (Variable Length Subnet Mask) and CIDR (Classless Inter-

Domain Routing) concepts that were presented in the Network Fundamentals course. You 

will explore the benefits of VLSM along with the role and benefits of CIDR in today’s 

networks. Next, you will be introduced to the role of classless routing protocols. Classless 

routing protocols RIPv2, EIGRP, and OSPF are examined in later chapters. Online test, 

workshop.  

RIPv2RIPv2 is a classless, distance vector routing protocol. You will see how RIPv2 

demonstrates the advantages and operations of a classless routing protocol. The chapter 

begins with a discussion of the limitations of the classful routing protocol, RIPv1. Then 

RIPv2 is introduced, to show how a classless routing protocol can be used to overcome 

these limitations. In this chapter, you will also learn the commands necessary to configure 

and verify RIPv2. Online test, workshop.  

The Routing TableCisco’s IPv4 routing table in detail. The chapter begins with a discussion 

of the structure of the routing table. While examining the routing table, you will learn about 

the lookup process, how the routing table process determines the best match with a packet’s 

destination IP address, and how to enter a route in the routing table. The chapter concludes 

with a discussion about the differences between classful and classless routing behaviors. 

Online test, workshop.  

EIGRPCisco EIGRP (Enhanced Interior Gateway Routing Protocol). EIGRP is a classless, 

enhanced distance vector routing protocol. You will examine the advantages and operations 

of EIGRP’s DUAL (Diffusing Update Algorithm). Then you will learn about the 

configuration of EIGRP, including verification and troubleshooting commands. Online test, 

workshop.  

Link-State Routing ProtocolsYou will be introduced to link-state terminology and the link-

state routing process. The chapter discusses the benefits and advantages of a link-state 

routing protocol compared to a distance vector routing protocol. You will then examine the 

Shortest Path First (SPF) algorithm and how it is used to build a topology map of the 

network. The link-state routing protocol OSPF is discussed in the following chapter. Online 

test, workshop.  

OSPFExamination of the classless, link-state routing protocol OSPF (Open Shortest Path 

First). In this chapter, you will examine OSPF operations and configuration, including 

verification and troubleshooting commands. By the end of this course, you should feel 

confident in your knowledge of routing and routing protocols. With continued study and 



practice, you will be able to put your new skills to work. Online test, workshop. CCNA 2 

Final examinationRouting Final Exam (this assessment will be administered in a secure, 

proctored environment with no teamwork or access to learning materials permitted). 

Routing Practice Final Exam. 

Requirements for awarding credit points 

Requirements:  

•Accomplish three laboratory assignments  

•50% CCNA1 Final test (theory and workshop) •50% CCNA2 Final test (theory and 

workshop) 

Compulsory reading 

1.CCNA (Cisco Certified Network Associate) Exploration online curriculum, Version 4.0. 

2007-2009 Cisco Systems, Inc. 2.http://www.cisco.com/web/learning/netacad/index.html 

Further reading 

1.Andrew S. Tanenbaum, Computer Networks, Fourth Edition, Pearson Education, 891 lpp, 

2003 2.Sean Convery, Network Security Architectures, Cisco Press, 739 lpp, 2004 

 


