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Contact hours

Assoc. Prof., Dr.sc.ing.

Basic knowledge and experience in programming languages; knowledge / insight about
development of information systems

The aim of this course is to provide theoretical and practical knowledge about current
data mining solutions, including to gain insight about data mining application areas,
concepts, and particular development ways. By performing practical assignments
students will have an opportunity to improve their practical skill in area of data mining
solutions development. There is work done in small groups within the course. The study
course is the preparatory step to enhance practical skills in development of data mining
solutions and by combining them with in other courses acquired cybersecurity and other
solutions to provide the foundation for multidisciplinary solutions development

Lectures, practical workshops, discussions, group work

Exam

Practical work 60%, final exam 40%

Introduction into Incident Response Policies. Intrusion Detection — definition and
overview. Intrusion attack types. Introduction into Intrusion Detection tool types
(hardware and Software). Introduction into Lifecycle of VVulnerability. Network Flows
and introduction into Anomaly detection approaches.

Learning Outcomes The evaluation methods and criteria

Knowledge

Student knows and understand the basic of
data mining solutions and application, R
programming language basics, machine
learning solutions, applicable algorithms and
knowledge discovery.

Skills

Students are able to develop data mining
solutions based on association rules and
decision trees, medium complexity
knowledge discovery solutions in context of
machine learning

Competency

The student is able to analyse, evaluate, use
correct data mining solutions terminology. To
choose appropriate solution approaches for

lectures, practical classes, seminars,
discussions, group work

lectures, practical classes, seminars,
discussions, group work

practical classes, seminars, discussions,
group work
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V.Kumar, P.Tan, A.Karpatne, M.Steinbach. Introduction to Data Mining, 2ed, Pearson,

2017.

M. Bramer. Principles of Data Mining, 3ed, Springer, 2016.
L.Torgo, P.C.Bruce, G.Shmueli, I.Yahav, N.R.Patel, K.C.Lichtendahl. Data Mining for
Business Analytics: Concepts, Techniques, and Applications in R, Wiley-Blackwell,

2017.
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Course last revision date:

Study Course Plan:

Date*

Theme

Introduction. Data Preprocessing.
Fundamentals of R programming.

Data Visualization.

Association Rule. Classification Basics.
Decision Tree, Bayes Classifier; K
nearest neighbor.

Clustering in data mining, analysis,
methods, evaluation. Data mining and
machine learning. Neural nets. Genetic
algorithms.

Web mining. Data mining and Web
Advertising. Mining Social Networks

Group project

Hours total:

* The date is specified before the implementation of the course

Academic hours

contact
lessons

24

Independent
work hours

20

36

56

Study Form

Lecture, situation analysis,
discussions

Lecture, situation analysis,
discussions

Lecture, situation analysis,
discussions, practical tasks

Course project
development and
presentation
Open book exam



